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SELin...HAH??

= Developed by NSA. Today: Open Source.
= |n mainline Linux kernel since 2.6.
= Fedora since FC2. RHEL since v4.

= Today: RedHat aggressively pushes the
development.

= SELinux consist of:

1.Kernel patches. Uses LSM.

2.Library 'libselinux’ (Is,ps, ...)

3.Administrative tools (sestatus, semanage, ...)
4.Security policy.



Access Control

= Discretionary Access Control (DAC): The subjects are in
control.

“If an individual user can set an access control mechanism to allow or deny
access to an object, that mechanism is a discretionary access control (DAC),
also called identity-based access control (IBAC).”

-- M. Bishop, computer security (2003).

Mandatory Access Control (MAC): Access control
enforced by the system — the subjects no longer in (full)
control.

“When a system mechanism controls access to and and individual user cannot
alter that access, that control is a mandatory access control (MAC),
occasionally called a rule-based access control.”

-- M. Bishop, computer security (2003).



Security context

= Four security attributes:
<user>:.<role>:.<type>:.<category/level>
= These build up a “security context”.
= Example:
system_u:system r:unconfined t:s0:cO

Security attribute  Name convention Example name

User u user_u
Role u object r
Type t unconfined r

Category/level (none) s0:c0




Type Enforcement (TE)

Domain/Type enforcement.
Programs confined in sandboxes.

Traditional access control.
UID 0 have full access.



SELinux MAC

Subject: Action: Reufad

Linux Kernel

““““““““““““““““““““““““““““““““““““““““““““““““““““““““““

Process 31337

Policy

IINOII

database

fetc/selinux/POLICYTYPE/*

Linux DAC SELinux (MAC)
Allowed? Policy
»| No = deny Ly Enforcement
Yes = SELinux Server
Security
Context
Security Server: |% ™ AVC
Makes a decision =

Log: "avc: denied"

Tina result is cached:
A;t:cess Vector
Cache (AVQ)



AVC load (Munin)
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Test setup — two hosts

= OS: RHELS Server (1386 and x64)

Test setup

Laptop:
192.168.2.3 Switch

Workstation:
192.168.2.2

i

o

Fujitsu Siemens S7T0200 . | | |
Intel Pentium M 2GHz D-Link Gigabit Switch
7w 1GB RAM DGS-10080

1x Broadcom gigabit interface
1x Seagate BOGE SATA

Dell Optiplex 745

1% Intel Core 2 (Z.13Ghz)

4x 1 GB RAM

1x Broadcom Gigabit interface
1x WDC 250GE SATA



root@titan: —

IPTraf

Total:
IP:
TCP:

- Statistics for ethil

Total
Faclkets
44391 2K
44391 2K
44391 2K

Total
Eytes
4516600
4454450
4454450

Incoming
Faclkets
293159K
293159K
293159K

Incoming
Eytes
4416931
437589N
4375890

Outocolng

Fackets
150752K
150752K
150752K

Outzoling
Eyvtes
99671
856N
856N

UDF : 0 0 0 0 0 0
ICHP: 0 0 0 0 0 0
Other IP: 0 0 0 0 0 0
Hon—-IP: 0 0 0 0 0 0

1001619.3 kbits/sec
124422 .0 packets/sec

Total rates: Broadcast packets:

Broadcast bytes:

979057 .0 kbits/sec
81141 .2 packetis/sec
|| IP checksum errors:

Incoming rates:

Outgoing rates: 22891 .8 kbits/sec
43280.8 packets/sec
1:01

Elapsed time:
A-exit




Test 1a: Apache

RHELS5 SELinux: Apache 2.2.3 (prefork)

11 tests: 100000 requests with 1-255
concurrent connections. Lower Is better.
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B SELinux
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Test 1b: Apache

RHELS SELinux: Apache 2.2.3 (worker)

11 tests: 100000 requests with 1-255
concurrent connections. Lower Is better.

40 39,5

B MO SELinux
B SELinux

Time

Laptop Work- Work- Average SELinux
(1I386) station station penalty
(1386) (x64) in %



Test 2: Postfix

RHELS SELinux: Postfix 2.3.3

4 tests: 10000 messages with 1-1000
concurrent connections. Lower Is better.
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01:09- W NO SELinux
B SELinux

00:52

00:35

Minutes

00:17

00:00-

Laptop  Workstation Workstation Average
(i386) (1386) (x64)



Test 3: MySQL

RHELS SELinux: MySQL 5.0.22

MySQL Benchmark suite: run-all-tests. Lower is better.
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Total average

RHELS SELinux: Average penalty

12

%

Apache Apache MySQL Postfix Average
223 (pre 2.2.3 5.0.22 233
fork) (worker)



Conclusions

= FC FAQ states: ~7% performance penalty.
= These tests show ~6%.
= More CPU bound = less penalty.

= Penalty depends on:
= How program behaves.
= Security policy written for the program.
= Particular usage of the program.

= Dan Walsh: FC 8 has some improved SELinux
kernel performance.



Questions?

Read more - full report:

http://blog.gnist.org/article.php?story=RHEL5-
SELinux-Benchmark



